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The Department
University of .
_ of Computer Aims for today

ffield Science.

* To explain how data is used and manipulated by
online applications, and the legal framework for
Handling Data doing so
* To explain how data can be encrypted for security
purposes, and techniques for cracking codes
Mike Stannett * Working in groups:
Department of Computer Science — Encrypt a message and store it online

University of Sheffield — Decrypt another group's message (if you can!)

rth #
A = "MADE IN

What do you get if you combine...

camera

photographic
database

Microsoft Visio

Befo art ... what can and can't you do with data?

RIGHTS AND RESPONSIBILITIES | : o

facial recognition
software

Dataveillance Ethical issues

What effect would the existence of such a system
have on society?
Is it OK for such a system to be used by the police?
What about other authorities?
Is it possible to stop criminals getting access to such
a system if it exists? What about terrorists?
Is it ethically acceptable to build such a system?
Is it ethically acceptable to do research that would
make such a system possible?

3. Identify

4. Real-time surveillance

http:/fwww.3d]




Concerns over privacy

Governments and businesses store large amounts of
personal information

Not obvious that organisations really need the
information they hold

Databases can be searched rapidly to provide profiles

of individuals (shopping preferences, DNA, favourite
travel routes, banking habits, ...)

This information can be sold (advertisers) or stolen
(criminals, identity theft)

Disrupts balance between state and individual

What the Act does

Sets out 8 principles, and aims "to protect the
fundamental rights and freedoms of natural persons,
in particular their right to privacy with respect to the
processing of personal data".
— gives legal rights to individuals (e.g. to have incorrect data
removed or corrected)

— appoints an Information Commissioner, who

maintains a list of who holds personal data

serves notice on those who contravene the Act

ensures that requests from individuals to persons who hold data
about them are honoured

DPA: Second Principle

* Personal data shall be obtained only for one or more
specified and lawful purposes, and shall not be
further processed in any manner incompatible with
those purposes.

Example of breach: Your gas supplier has your
permission to send you bills and material relating
to its own gas-supply services, but starts including

other adverts as well.
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Following an EU Directive, the Data Protection Act 1998 came into

force in March 2000.

Data Protection Act 1988

1990 CHAPTER 29

ARRANGEMENT OF SECTIONS

hitp://www.opsi.gov.uk/acts/acts1998/plain/ukpga_19980029_en 1

DPA: First Principle

Personal data shall be processed fairly and lawfully, and shall

not be processed unless at least one of the following is

satisfied:

— the data subject has consented

— the processing is necessary for the performance of a
contract with the data subject

— the controller has a legal obligation to process the data

— the processing is necessary for legitimate interests pursued
by the data controller

Consent need not be explicit (failure to tick a box on a form),
unless the data is "sensitive" (racial origin, political opinion, sex
life, ...)

DPA Third & Fourth Principle

* Personal data shall be adequate, relevant and not
excessive in relation to the purposes for which it is
processed.

Personal data shall be "It is not acceptable to hold
accurate and, where information on the basis that
necessary, kept up to it might possibly be useful in
date. the future without a view of
how it will be used."




DPA Fifth & Sixth Principle

* Personal data processed for any purposes shall not
be kept longer than is necessary for those purposes.

Example: Universities Personal data shall be

set a time limit, after processed in accordance with
which old exam scripts  the rights of data subjects
must be destroyed. under the Act.

DPA Eighth Principle

Personal data shall not be transferred to a
territory outside the EU unless that territory
ensures an adequate level of protection for

the rights and freedoms of data subjects
— Exception: if consent has been obtained

Important exemptions (there are others)

Personal data is exempt from the Act if processed

« for purposes of national security

 for journalistic, literary or artistic purposes in the
public interest

Exemptions relating to Examinations
Exam scripts are exempt from subject access
Access to exam grades can be delayed
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DPA Seventh Principle

* Appropriate technical and organisational measures

shall be taken against unauthorised or unlawful
processing of personal data and against accidental
loss and damage

A data controller must choose a data processor who
provides sufficient guarantees in this respect (and
there must be a written contract ensuring this).

Your rights under the DPA

Entitled to know if data is held about you

— If so, entitled to know what this data is

Entitled to know the logic used by any fully automated
decisions making process

— can insist this isn't done

You can require them not to process data that's likely to
cause damage or distress

— may be entitled to compensation

Can insist data isn't used for direct marketing

Can insist that errors are amended

DPA Summary

Note: The Act applies to
manual filing systems as

well as electronic ones.
Data Protection Act 1988

Lo Other Acts deal with the
interception of
communications data,
surveillance techniques,
and disclosure of
encrypted data.
Example: ISPs have to
People have rights maintain interception

capability.

You have responsibilities
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SERVER-SIDE LANGUAGES

PHP in action

... produce this web page?

[ Group Example

€« & A [ localhost/com1004/group-member.php

& Rail [ cal [ BasicSetup [ FM FB (O] PopCulture [~ Mail (] DCS (] Mone

Who's in which group?

Mike is in the Verification & Testing Research Group
Steve is in the Graphics Research Group

Teach Yourself
W3C Schools: PHP Tutorial

vevevewrischools.com
Ui Setp EFM I FE () FopCuiturn [ Mail (1 0S5 3 Money £ Tomvel @ COMIBN

PHP

Easy Learning with "Show PHP"

Our “Shaw PHP* tool makes & 232y o K3rm PHP, & 3haws bath the PHP scurce ende and the HIML cutgus of the
ende

Why does this code...

he.

What is PHP?

PHP = “PHP: Hypertext Preprocessor”
Server-side scripting language
Can be used as a stand-alone programming language

Often used with MySQL, a database-handling
language

Useful for simplifying repetitive tasks
Useful for building interactive websites
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Client-side vs server-side

* Client-side execution

— JavaScript is transferred to your machine and then
executed by your web client.

— Any passwords in the code are clearly visible to the user, as
well as to snoopers watching the net.

* Server-side execution

— PHP scripts are executed on the server, and only the results
are sent to your machine.

— Only the server sees your private data; it is never
transmitted over the net.

Using PHP with HTML

You can insert any valid PHP code between the tags

Type some PHP in this box, and then click "Display"' to see the result below.

Display

| This is row 1

||nis is row 2

| This is row 3

|| This is row 4

Quoting conventions

* Strings can be enclosed in single or double quotes

$h = "hello";
$t = 'there';

* If you include a variable inside double-quotes, it'll be
expanded

"hello";

'there';

"$h $t"; // prints hello there
'$h $t'; // prints $h $t
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Using PHP with HTML

* Web pages are written in a language called HTML
¢ Toinsert PHP commands into your web page, you
use the following tags
<?php
(this is where you insert your PHP code)

>

¢ As usual with HTML pages, the tags have to match.

Adding text to your HTML file

* To add something into the web page, use
— echo "whatever";

* You can also use
— print("whatever");

Sheader =
"<html><head><title>Example</title></head><body>";
$footer = "</body></html>";

S$page = Sheader . "Some page contents" . $footer;
echo $page;

Joining strings together

* You can use quotes to join values together within strings

h = "hin;
5;

echo "$h $f"; // prints hi 5
* You can also use the concatenation operator for strings

$h = "hello";
$t = 'there';

echo $h . " " . $t; // prints hi
there
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and so on Example: PHP inside HTML

¢ PHP is similar to many other programming
languages, and just as powerful

It has variables, constants, arrays, built-in functions,
etc., and the way you write programs is much the
same as with other languages

e PHP has a lot of built-in functions that are especially
designed to make data handling easy

Example

) Group Example
< C A | [} localhost/com1004/group-member.php

@ Rail [ cal [ BasicSetup Fv B FB (1 PopCulture 4] Mail (] DCS (T Mone

Who's in which group?

Mike is in the Verification & Testing Research Group

" : ADDING DYNAMIC CONTENT
Steve is in the Graphics Research Group

What is dynamic content? .
Adding a date stamp to your page

« Standard web pages are the same every time you * Example: News stories often change quite quickly
visit them. — Users need to know whether information is up-to-date
Dynamic content can change to reflect — Adding a date stamp lets them know when the page was

last updated.
— the time of day
— the IP address of the person viewing the page
A Smtime =
— personal viewing preferences

filemtime ($ SERVER['SCRIPT FILENAME']) ;
— the web browser being used = -

print date("D d M Y", Smtime);
— information saved in a shopping basket during earlier visits
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Adding the current time to your page can we access dynamic information?

* When you order something on an e-commerce site,
the site often needs to make a note of when you
confirmed the order.

* Since PHP is executed on the server, it can access
— values of local environment variables
— the time recorded on the server's clock

— the local file system, and more ...
echo "<p>Order processed at "; 4

echo date('H:i, jS F Y'); * Since PHP is part of a web page requested by the
echo "</p>"; client, it can access
— the viewer's IP address

The date () function is used to print both dates and times. — which browser the user is using to view the page
— and more ...

phpinfo Some of the information provided by phpinfo

* The phpinfo function tells y
— version information for PHP
— about the web server
— what browser this page is being viewed on
— what this page's file path is on the server
— the URL of the page that requested this page
— the HTTP headers used to request this page
— and lots, lots more...

Using HTML forms rms

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"> .
<html> * Adding a form to a web page
<head>
<meta http-equiv="Cont -Type" content="text/html; charset=UTF-8">
<title>PHP Example</t <form
</head> name="myName"
bz?;jw N Sa— action="howToHandleTheData"
i cript:alert('hi there, ' + document.myform.who.value);"> method="howToSendTheData">
<table border cellpadding="4">
<tr><td align="right">Your name:</td> X
<td><input name="who" type="text" maxlength="40" size="10"></td> <!-- input boxes go here -->
</tr>
<tr><td colspan="2"><input type="submit" value=" Click me! "></td></tr>
</table> </form>
</form>
</body>
</html>
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HTML forms How PHP makes form data available

process.php?isbn=7850993458X

rder" a "process.php" method

e="text" name="isbn" maxlength="11" s

value=" Click M

When this URL is called, the following array variable is

L 6x8 Examele 04 automatically defined inside process.php

ISBN: [7850993458)] | [ Click Ms |

hen the user clicks the button, a request is sent using this URL $_REQUEST ["isbn"] = "7850993458X";

process.php?isbn=7850993458X

process.php?name=Mike&address=Sheffield&phone=0114-555-

Passing lots of data 5555semail=mike%40sheffield

Name: |Mike S _REQUEST ["name"]
Address: | Shefield S REQUEST ["address"]
S _REQUEST ["phone"]

Email:| mike@fheffield $ REQUEST ["email"]
-

<form action="process.php">

<form action="process.php">
Name: <input name="name" type="text"><br />

Address: <input name="address" type="text"><br />
Phone: <input name="phone" type="text"><br />
Email: <input name="email" type="text"><br />
<input type="submit" value=" Send " />

<input type="reset" value=" Start Again " />
</form>

Name: <input name="name" type="text"><br />
Address: <input name="address" type="text"><br />
Phone: <input name="phone" type="text"><br />
Email: <input name="email" type="text"><br />
<input type="submit" value=" Send " />

<input type="reset" value=" Start Again " />

</form>

base =?

Database: a collection of records that  JNYES s el b 1] M { m
« are related to one another in some

logioal way DNA Index System '\
« can be regarded as a single | Participating States | Statistics | CODIS Home Page | FB1 Home Page |
collection
« provide data for one or more users

I
Database classification: "
« type of content
« bibliographic, DNA, ...
DATABASES AND THEIR USES «database model
« hierarchical
« networked

How data is stored for easy acce

coDis: http: is/national.htm
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Database models Flat files

In the flat model, all data is stored in a single 2d array
(each record is written to a new row in the table)
Example: using a text file to store a list of orders.

RotaMo  Mess

Route No. Activity
Record 1 195 Overlay

Record 2 5 5 Patching

Record 3 3 Crack seal

Hierarchical model Network model

| Preventive Maintenance |
Pavement Improvement

Y j_‘
Rigid Pavement ‘ Flexible Pavement

‘Recons{ruc(ion‘ ‘ Maintenance ‘ ‘ Rehabilitation ‘ AN P

Patching
//’

7
T ¥ N ¥
S | Spall Repair | | loint Seal ‘ IMI J
‘ Routine ‘ Corrective ‘ Preventive 7 2=

¥ —_d
| Siicone Sealant | Asphalt Sealant

In this model there may be multiple routes

This is the standard ‘organisational chart’ style of
storing data. Data is stored in a tree-like structure.

Object-Oriented model Relational model
Oh)_ecl 1:Iv|mntenan:_e Report f?h]m] Instance W‘ Data iS Spllt across

[ Date [0z —_— .
e o [T paunng \ multiple tables.
| Route No. 195 4| Overtay |
Daly Production 25 5 | Crack Sea L Key=24
| Equipment Hours 60 L& [Crckdedg |yfoy=2t Keys are used to
Da

by r ) Activity
| Labor Hows 61 ) Py

Object 2 Mantzrance Actily el !Nk data in one

Actiity Code [l |oaosm e table with data in
Actiity Name | ——
Production Uni ey another.
Average Daily Production Rate e
- 0mn2o1| 24

011501] 23
Data is stored in a way that reflects the class structure of the o2/oaim | 24
(object-oriented) program that uses it.

riation
atabs




Sto data collections efficiently

RELATIONAL DATABASES

Tables (aka Relations)

* In pure mathematics, a relation is a kind of "many-to-
many" function, and can be written as a table. The
underlying maths can be used to streamline data
access.

Tables are linked via keys

ORDERS(OrderlD, ClientID, Feedback)
OrderlD ClientiD Feedback
1034562 1
5637265 3
9864789 1

Great product - five stars.
Please send more bricks.
Arrived late, and didn't work.

ClientID is a foreign key in this table. It allows us to select rows in the other table.

What they're for

Relational databases provide

« faster access to data than flat files

* can be queried to extract data satisfying specific
conditions
handle concurrent access - no need to worry about it
provide random access to data
have built-in privilege systems

Flat files are quicker to set up,
S0 can be better in some situations.

Table structure

The data in any given column are all of the s
The column names all di

Rame of table
column names
CLIENTS
ClientID Name
1 Mike
2 Steve
3

ClientID is a primary key
for this table. It allo
to identify records in the

table. CLIENTS(ClientlD, Name, Phone)

Following the links

CLIENTS ClientID

ORDERS

OrderlD Feedback

1034562 Great product - five stars.
5637265 Hi - I'm a builder.

9864789 Arrived late, and didn't work.

Suppose we need to contact the client who had trouble with
order 9864789. What phone number should we ring? This is
called a query.

5/7/2014
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Following the links Free Systems for Handling Data

CLIENTS ClientiD

PHP

— is a language commonly used for writing programs that

modify web pages before they are delivered to browsers
ORDERS MysaL
—— s — is a commonly used free version of SQL
1034562 Great product - five stars. Try it yourself
5637265 Hi- I'm a builder. — PHP: http://www.php.net/
9864789 Arrived late, and didn't work. — MysQL: http://WWW. mysql.com/
) e — WAMP (all in one): http://www.wampserver.com/en/
Queries are written in a SELECT CLIENTS.Phone from CLIENTS, ORDERS

language called SQL where CLIENTS.ClientID = ORDERS.ClientID
(Structured Query Language) | and ORDERS.OrderID = 9864789;

Choose your tables carefully

089.. Newton Pr.. £20 67 10th Mike sheffield

089.. Newton Pr.. £20 68 17th Steve sheffield

This structure uses 1 table, which wastes space.
Lots of information is repeated from one row to the next.

Avoid adding columns that
DESIGNING YOUR DATABASE will mostly be empty, e.g. a
reviews column. Add a new
table instead, and only
create the relevant rows.

Choose your tables carefully To create a new table in MySQL

SELECT books.cost FROM customers, books, orders
WHERE books.author = "Newton" (Gl W ESiEen e
AND books.isbn = orders.isbn { customerid INT UNSIGNED NOT NULL
AND orders.customerid = customers.customerid b AUTO_INCREMENT PRIMARY KEY,
AND customers.name = "Mike"; name CHAR(50) NOT NULL,
address CHAR(100) NOT NULL
bi
This structure

uses 3 fairly To create a table, you say "create table", then give
compact

the table's name, and then say what each column
tables. All of customers . .
the cells in is called and what type of data it holds.

etch ow cstmeri ] oame sgiress

contain values. 546 Mike sheffield
2985 Steve sheffield

11
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Using MySQL inside PHP Further Reading
new my i oSt * "Chapter 3: Tutorial" in the MySQL manual
(mysqgli c > sle

ib
: * "MySQL Functions" in the PHP manual

1 MySGL Functions

Tabile of Contents

See the PHP and MySQL websites for
downloadable manuals

Where to find the software

« PHP

— Used to manipulate web
pages before they're
downloaded

« MysaL

— A commonly used free
version of SQL

— www.mysgl.com
— www.php.net

WAMPs (all i : Windows, Apache, MySQL & PHP
® allin one: Windows, Apache My ) USING DATA WITH WEB PAGES
EasyPHP: http://www.easyphp.org/

WampServer: http://www.wampserver.com/en/

Saving and retrieving data From form to database

<!DOCTYPE HTML PUBLIC "-//W3C//DID HIML 4.01 Transitional//EN">

* When a user submits a web form, how do
we save the information to a database? R Treraios Tarteien T ey srassemEen

* How do we retrieve that data later?

/* The following "info file" is not stored under "public_huml”, and
# cannot be accessed online by specifying a URL. It defines the values of
smyDbase  --- my database (only used for this example)
——- my password {only use: this example - NEVER share

your rea. sword with anyone!)
/1 --- my username {only use this example)
E!
IMESTANE fo = "/mysecrecpath/info.phE"7
: r : 21 include $info; // this command insercs the contents of my info script
1 Mike  mike@dcs  Hithere 2014-03-0310:31:04 7/ into THIS page, ar this poin: in the file.
e

2 Steve steve@dcs Gotcha 2014-03-03 10:33:07

</head>
<body>
3 Mike mike@dcs Great - it works! 2014-03-0408:17:35

pr

Create a form with data that needs to be stored or recreived. If the
user clicks the "Retrieve” button, use JavaScript te cehck that they
have actually entered an email address {we'll be retrieving all the
messages associated with That address). If the user clicks the "Submit”
button, make sure that both the email and the msg fields have been

corpleted, since there won't be anything sensible to store otherwise
>

12
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Step 1. What data are involved? Step 1. What data are involved?

* Design the form Peose ot you o, el adires, eod mesrage * Design a MySQL table to hold the data
— Identify the information e
you want the user to
provide
— Create <input> tags
accordingly

p— — Draw a picture of the required database table(s)
m

— There should be a column for each input tag in the form
that contain the relevant data

— You may want to store extra data that isn't in the form (e.g.

Message a timestamp and message ID)
— Here we want the user to

provide Name, Emai and 1o Jawe Jewa Jwessace __[resrawp

g 1 Mike mike@dcs Hi there 2014-03-03 10:31:04
2 Steve steve@dcs Gotcha 2014-03-03 10:33:07
3 Mike mike@dcs Great - it works! 2014-03-04 08:17:35

Submit || Retiieve

Step 2. Make sure the table exists Step 3. Write code for each required activity

Does the table exist? Submit data Retrieve data
— Don't assume it exists just because you created it earlier -
it may have been deleted in the mean time...

— If necessary, create the table

— If the user provided If the user provided
data, check it makes data, check it makes
sense sense

— Create an INSERT Create a SELECT query

to get data from the

CREATE TABLE IF NOT EXISTS query to add data to &

the table table
mytable (coll, col2, ..); _ Submit the query to Submit the query to
MySQL MysaL
— Check for success Check for success

Step 4. Keep the user informed Don’t forget security!

* Malicious code injection. Consider this:
¢ Your request has been The data you “SELECT * FROM users WHERE
processed; you will hear requested is not name =" + $userName +"';”
from us within 7 days available. Please try * If the user says their name is

. me’; DROP TABLE users;
« Sorry, we couldn't again later. SELECT * FROM private WHERE ‘0' = 0
,

m

handle your request. . * This becomes
Please try again later. Here is the data you SELECT * FROM users WHERE name = ‘me’;
requested. DROP TABLE users;
SELECT * FROM private WHERE ‘0' = ‘0’;

This deletes the users table and
lists the entire contents of the private table

13



ONLINE SECURITY

Important business threats

Hackers

Not getting enough business
Getting too much business
Hardware failure

Network and utility failure
Reliance on other companies
Competition

Software errors

Government policies and taxes
Capacity limitations

Confusing your visitors

Mt Conmmar  Fuhion| Fat PG fot]  Govemment]  Meda
Cluthing  Food ik o Pralit it

Fnsncsa
= potemy i [=m—

02 plans radical revamp of ‘confusing’
brand website

[ o [ pri ervems Dot B Adwatch Revobton barhtig Bt o UK Bk Bouk_ Showcase
 odets” Lar

What are the threats?

* All businesses face threats
— They can be systemic (bad planning, bad structure)
— They can be internal (unhappy staff, lack of training)
— They can be external (illegal attacks, competitors)

Important security threats

Exposing confidential data
Loss or destruction of data
Modification of data

Denial of Service (DoS, DDoS)
attacks

Errors in software
Repudiation

Giving standardised answers

Hi - You haven't actually answered
my question AT ALL. | already knew
that the existing card couldn't be
de-registered (I even said so in my
original message). The question is
whether the NEW card has to be
registered....

5/7/2014
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Outdated information

Succeeding too quickly

® @

Avoiding Cash Flow Problems

Turn your Invoices into
cash within 24 hours.

Introduction

Outages

Service Status )
) e = 0
e s e
0o
Q0:

w o

http://www.talktalk.co.uk/servicestatus/
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Repudiation

Deay Amazon,

You have invoiced my eredit
card for a CB t never ovdered, and
which t have never received, Please
return my woney immediately).

How can Amazon prove you ordered and received
the CD? Is it worth the cost of doing so?

Remember to monitor and plan ahead

* How well are you doing?
— Are you going to have cash-flow problems?
— Where is future growth going to come from?
— Who are you main customers?
— Which customers are you missing out on?

* How can you improve?
— Test to destruction?
— Kanban / Just-in-Time distribution?

Exposure of confidential information

TLY PRIVATE AND CONFIDENTIAL - Disfford B

ot BRIVATE and CONFIDENTIAL - Bespe

PRIVATE AND CONFIDENTIAL - Frisss Complaints
ot Private and Confidantia

Private and Confidential A\

http://www.google.co.uk/search?q="Private+and+Confidential"
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Denial of Service (DoS, DDoS) Companies need a security policy!

Site may become BRI How will you cope with
inaccessible 1 | £ ) — An earthquake
Access may slow down oha O — DDoS attacks

May affect wider network | f ' = IT boss goes on holiday
— Fire

— Disk crash

May affect wider region

— Broadband cable is cut
— Power cut
— Unhappy employees

"Nigerian 419"

Beloved in God
1 am Rebeeea, widow of the Late MR WILLIAM
SMITH Minister for OLL. | have urgently need
transfer $12,245,674,201 to overseas for avoid
death taxes. [ urge Your help, confident in God, and
Pretending to be someth ou're not W’LLL'Pﬁg fCC 10%,

GENERAL SCAMS

BEWARE: You cannot deduce anything from the way the
email is written. It contains deliberate mistakes to make
you think the sender is too naive to bother about.

Scam-baiting Impostors

= @

Fariwies Sowars Wi & Wadia Werwors_Secay_Coud Pk cir_Bre o Scance_oats & 500+ IR

EcloudCompu VordForum o iness of Cloud ‘Q
Explained

appesi website
CloudComputing
WorldForum

The Business of Cloud
Explained

RS e |
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http://www.419eater.com/index.php
http://www.theregister.co.uk/2005/02/03/email_dec_fake_site/
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Malicious code injection Forged email

Phishing Executable attachments

* Forged emails can fool people into providing personal
information * Suppose you receive an
attachment called "hello.jpg"
* What type of file is it?

* |s it safe to open it?

WE ARE INTRODUCING A
NEW ONLINE SECURITY
SYSTEM. CLICK HERE TO

<
UPDATE YOUR PASSWORD. Windows lets you hide filename extensions for
common file types, e.g. ".txt". The attached file
could actually be called "hello.jpg.exe".

Computer crime

Includes

— Any crime that uses a computer in
its commission

— Hacking into computers
— Downloading of illegal images
— Accessing digital data without

COMPUTER AND INTERNET permission

How do we prove who did

FORENSICS what?
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http://en.wikipedia.org/wiki/Code_injection
http://www.securingjava.com/chapter-four/chapter-four-6.html
http://www.securingjava.com/chapter-four/chapter-four-6.html
http://www.securingjava.com/chapter-four/chapter-four-6.html
http://www.securingjava.com/chapter-four/chapter-four-6.html
http://www.securingjava.com/chapter-four/chapter-four-6.html
http://www.securingjava.com/chapter-four/chapter-four-6.html
http://www.securingjava.com/chapter-four/chapter-four-6.html

Computer forensics

¢ Examine the suspect's computer and disks
— Check existing files
— Check emails and download logs
— Examine .torrent files
* Reconstruct and check deleted files
— Examine swap space
— Look for file headers and familiar patterns
— Magnetic properties of media can be exploited

Real Example

A student advertised on the web saying he was a
stand-in lecturer, and needed urgent help finding the
solution to an assignment, as the original lecturer
hadn't left any notes

The student placed several ads, using different
names and email addresses, and offered to pay for a
solution

How did they identify the student?

How long did it take? \%gg

Basic cryptography

History and relevance

— Famous problems: Kryptos

Basic Encryption and Decryption Techniques
— Codes and ciphers

— Caesar cipher, Vigenére cipher

— Frequency analysis, cracking the Vigenére cipher
Public-Key Systems: RSA, PGP

Internet forensics

* Internet traffic uses headers
* Some headers can't be forged easily

Received: from fake.gov
(mike.com [207.977.21.22])

Mathematics in action

BASIC CRYPTOLOGY

Codes or ciphers?

“CIPHER denotes likewise certain secret characters disguised and
varied, used in writing letters that contain some secret, not to be
understood but by those between whom the cipher is agreed upon.”

Encyclopaedia Britannica, 1 edition, 1771.

CODE:
“The blue moon rose early tonight”
==>
“The suspect left the building at dawn”

It's not the spelling that matters, but the meaning
of the words. Codes may use a code book,

explaining what phrase to use in different
circumstances.

5/7/2014
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Terminology

ENCRYPTION: Converting an intelligible message
(plaintext) into something that can’t be directly
interpreted (ciphertext).

DECRYPTION: Converting a ciphertext back into the
original plaintext.

CRYPTOSYSTEM: The underlying algorithms used to
encrypt and decrypt messages.

KEY: Information required to run the cryptosystem at
run-time, in addition to the plaintext or ciphertext.

History

Mechanical tools have long been available
to help avoid human error

5/7/2014

History

Abu Yasuf Ya‘qub ibn
Ishaq al-Kindi (801-873 CE)
wrote the earliest known
book on cryptanalysis,
including details of
frequency analysis (using
aspects of probability some
800 years before Pascal and
Fermat developed the topic).
He also played a major part

B etyiton sl dlaty ety
in introducing Indian

il

2oy albors SR —
numerals to the West. A e Al iy
Sh A Ak s Al okt
e

e A e

Modern uses

Privacy
Authentication
Security
Identification
Message Integrity

http:/ien wikipedia h_century_French_cypher_machine_in_the_shape_of a ams_of_Henri_ll jpg

Encryption: Scytale

11

Encryption: Caesar cipher

Replace each letter with the letter a fixed number of
characters further on in the alphabet.

Plaintext ONCE UPON A TIME
Ciphertext ROFH XSRQ D WLPH

This system is called a substitution cipher; the key is the
number of places in the alphabet that we need to move
sideways.

We always substitute the same ciphertext character for
the same plaintext character. This makes the system
crackable using frequency analysis.
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http://en.wikipedia.org/wiki/File:Al-kindi_cryptographic.gif
http://en.wikipedia.org/wiki/File:Al-kindi_cryptographic.gif
http://en.wikipedia.org/wiki/File:Al-kindi_cryptographic.gif
http://en.wikipedia.org/wiki/File:Al-kindi.jpeg
http://en.wikipedia.org/wiki/File:Al-kindi.jpeg
http://en.wikipedia.org/wiki/File:Al-kindi.jpeg
http://commons.wikimedia.org/wiki/File:Smartcard2.png
http://commons.wikimedia.org/wiki/File:Skytale.png

Frequency analysis

WHEN DO
ZKHQ GRHV WKH SODQH OHDYH?

plan ABCDEFGHIJKLMNOPQRSTUVWXYZ
text 5 16 2 2 211 aLfa] fatat

cipher 2 16 2 2 211 11 11
Xt ABCDEFGHIJKLMNOPQRSTUVWXYZ

How often does each letter occur in the plaintext
and ciphertext? The pattern of frequencies is the
same in both rows, except that those for the
ciphertext have been displaced 3 characters to the
right. So this is a Caesar cipher with key 3.

Basic encryption: Vigenére cipher

* Named after Blaise de Vigenére, who
described a version in 1586.

* Actually due to Giovan Battista Bellaso
(1553).

ABCDEFGHIJKLMNOPQRSTUVWXIXYZ
M N[O P lQR][s [T U viw X[ Y] z[alB]c[oE[F [ ] T [ KL][ET
lalaBjc|pE|F ja [T 1 K LMNo|P [@[r|s|[TUVWX Y Z
[ [Tolv[wxY]z[aB ¢ /D E[F o[ 1|y [KL/MNo[P o ' s|[TM
1|1 3[K[LMN[o P i@ R 8| T|U[v[w[X|Y|z/a[B|c|D EF G
[g[sT[u[viwx|¥[za B ¢ D[E[F|c[H[L[y KL MN[0 P QR]|
MMN[o[P (R[S TV wx[y|z[a]B cp[E[F |6 H[1 T KL|[R]T
B[ a|B]c|o|elF a1 1K LMo P QR TU]viw Ry Z)E]F

This shows the encryption of HI THERE. The first E becomes W, but the
second becomes E. This stops the system being cracked using frequency
ELEIVEIEN

How do we know what this says?

RUBRIC OF CHAPTER LXXII

‘:‘.:; ;ﬁ\lpﬂ{:

A | & =i —aA B e
= r;w.«i«f:n-')'\._ S Q§°"’& c::g
Rusric [Cuapter LXXIL] 1. If this Chapter be
known by the Osiris the scribe Ani, upon earth, [or if i€
be done] in writing upon [his] coffin, he shall come fort!
h) day 2. in eve rm he pleaseth, and he shal
to [his] at udr. and shall not be repulsed. 3. Am

E. A. Wallis Budge. The Book of the Dead. New York:
Gramercy Books (1960; originally published 1895)
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Frequency analysis (more generally)

What are the symbols? How often
J\i;. f\f/}f?fﬁ }1% g’%}’{ {IK does each symbol occur in the

message? Finding the frequencies

helps us to guess which symbol

Decryption

Can you obtain the plaintext corresponding to
some ciphertext? If so, you can try working out
how one was converted into the other, e.g. by
identifying specific words or phrases.

Do you know what Do you know what language the
system was used to original message was written in? If
encrypt the ciphertext? [ so, you may be able to use

If so, this will narrow properties of the language to help
down the number of you decrypt messages (e.g. word
options you need to endings, frequency analysis).
consider.

Identifying correspondences

Hatshepsut (a female pharaoh). Birth name: Hatshepsut-Amun

9 AT\ (‘Foremost of Noble Ladies, Amun’). Throne name:

Maatkara (®$1J) (‘Truth is the Soul of Ra’). Her father was the

Names of pharaohs are
often written in oval boxes
called cartouches.
Comparing these against
other languages tells us
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http://commons.wikimedia.org/wiki/File:Dancing_men.png
http://en.wikipedia.org/wiki/File:Vigenere.jpg
http://en.wikipedia.org/wiki/File:Vigenere.jpg

Further comparison with other languages
shows...

 Hieroglyphs evolved
from pictograms
(pictures of things)
Symbols can stand for
one letter, two letters,
three letters, or concepts
The same symbol can
have different
interpretations at
different points in the
same document

Uncracked ciphers still exist

» There are still languages that cannot be read
* There are even modern ciphertexts which
cannot be read (except by their creator).

The CIA Kryptos Sculpture

Credits: Picture provided
g to Wikimedia Commons by
the sculptor, Jim Sanborn.

This image file is licensed under the Creative Commons Attribution-Share Alike 3.0
Unported license.

5/7/2014

Using language properties

Linear B was another script that no-one
could read. The breakthrough was made
by Michael Ventris in 1952.

« Ventris noticed that certain symbols kept re-
appearing, and guessed that they represented
male and female word-endings.

He also noticed that some signs commonly
occurred at the end of words in lists of
(presumably) quantities of things, and deduced
their meaning.

In both cases, he used his knowledge of how
grammar works in different languages. For
example, in Latin you can say "and" by adding
"-que" to the end of a word.

R

More information: John Chadwick. The Decipherment of Linear B. CUP (1958)

122

Still a mystery

Kryptos solution (panels 1-3)
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Private-key (symmetric) systems

The sender and receiver both know and use the same
key. But how do they share the key in the first place? If
they have a secure channel for sending the key, why not

Public-key cryptosystems

Diffie: This photo was provided to
Wikimedia Commons by Mary Holzer
from the Sun Microsystems Public
Relations Department (April 2, 2004).
Hellman: Wikimedia Commons (see
http://en.wikipedia.org/wiki/File:Martin-
Hellman.jpg for terms of reuse).

+ Cocks (GCHQ 1973, disclosed 1997).
+ Diffie & Hellman (1976)
* Rivest, Shamir, Adleman (1977)

Secure communications via RSA

A wants to send some message m

A looks up B's encryption method E

A already knows his own decryption method d
A sends the ciphertext d(E(m))

B receives d(E(m))

B looks up a's encryption method e

B computes e(d(E(m)) ==> E(m)

B knows his own decryption method D

B computes D(E(m)) ==>m

The message is successfully transmitted.

Only A could have sent it (since it is decrypted using e, and only A could
have applied the corresponding algorithm ,d)

Only B can read it (since was encrypted using E, and only B knows D)

5/7/2014

Public-key (asymmetric) systems

The sender and receiver use different keys.
Having one key doesn't provide enough information to
deduce the other.

The RSA Cryptosystem
US Patent expired September 2000.
Choose primes p, g
Compute n = pq
Compute ¢ = (p-1)(g-1)
Choose e where
c1<e<¢ » To encrypt the message m, compute
¢ =m"e (mod n). Send c.
» To decrypt ¢, compute ¢*d (mod n).

Publish the values n and e. These form
the PUBLIC key. The value d is a
PRIVATE key known only to the
receiver.

* eand ¢ have no common
factors
Find d such that de = 1 (mod ¢) [EYNEERECZETEHI

It is HARD to compute d if you are told
only n and e. There is no known (standard)
algorithm that can do it quickly.

hitp://www.usc.edu/depymolecular-science/RSA-2003.htm 15

PGP (Pretty Good Privacy)

Philip Zimmermann, 1992.
Uses a combination of
different techniques
Considered to be extremely
secure.

Leaked across US border
("munitions” investigation)
Source code published as a
book (protected by First
Amendment)
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PRACTICAL CHALLENGE
CRACKING THE VIGENERE CIPHER

Example: How would you decipher this?

The original is in English, a Vigenére cipher has been
used, and the punctuation has conveniently been
left visible.

ALPCS'Z RZ YSLH EZ ZPKSE O UMRSH SMRSH
VR L WWNLE YWNLE WWRI SIE
TVV L YWNLE WWNLE'D PBX L DZPKSE ZPKSE
CU E WTUOX YTUOX WTYL 32 WNLE .

Any
questions?

Groups of 2-4

. Solve a puzzle to find the URL of your main

challenge
Use the Vigenére cipher to encrypt a message

. Submit it as a challenge and obtain a challenge of

your own — another ciphertext

. Try to work out the original ciphertext
. You can use web tools to help you if you can work

out what to look for

Where to start

WKLV LV WKH SDVVZRUG BRX ZLOO QHHG:
SDVVZRUG

Open the file “handlingdata.pdf” at

Feedback sheets: Please hand them in before you leave.
Don’t forget to write your name on the sheet!
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http://staffwww.dcs.shef.ac.uk/people/M.Stannett/ambassadors
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